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For government, building strong systems that can handle 

threats and attacks is key to everything. Agencies and 

organizations need to be able to anticipate, withstand, 

recover from and adapt to all threats that can impact networks.

The Defense Department has introduced the Cyber 

Operational Readiness Assessment program that emphasizes 

agility and resiliency on department networks amid increased 

cyber threats.

The State Department emphasizes cyber resiliency in its 

new digital diplomacy plan. The agency is taking a stronger 

stance in helping build resilient networks across the globe as part 

of its “digital solidarity” strategy across governments and sectors.

At the Department of Health and Human Services, the 

Administration for Strategic Preparedness and Response is 

creating a set of incident response capabilities to help health 

care organizations combat ransomware.

Cyber resiliency is based on the recognition that 

adversaries can establish and will maintain a surreptitious 

presence in systems. Agencies are continuously working 

toward that goal. 

Creating Systems that are Resilient, Strong and Flexible
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Ross Gianfortune, Managing Editor
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A R T I C L E

HHS Makes One-Stop Cybersecurity Shop in ASPR
The agency is working on standards and cyber incident response capabilities to help health care 
organizations combat ransomware threats.

B Y  N I K K I  H E N D E R S O N 

I N F O G R A P H I C

How the State Department is Ensuring Resilience for  
Digital Diplomacy
The agency released its first technology strategy since 2011. The plan emphasizes digital diplomacy, 
solidarity and building resilient systems.

P A R T N E R  I N T E R V I E W

Enhancing Cyber Resiliency and Recovery
Modern security strategies require communication and cooperation in building data-resilient agencies.

Marlin McFate, Public Sector CTO and CISO, Cohesity

A R T I C L E

DOD Has a New Cyber Resiliency Assessment Program
Defense officials tout the continuous assessment feature and scalability of the new program amid 
increased cyber threats.
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Ransomware is an escalating 

problem in health care. So 

much so that the Department 

of Health and Human Services is 

creating a one-stop cybersecurity shop 

in the Administration for Strategic 

Preparedness and Response (ASPR) to 

help health care organizations address 

cyber challenges and respond to 

threats or incidents more quickly.

The effort is the fourth pillar within 

the agency’s recently released cyber 

plan to boost health care sector 

resiliency. The three other pillars 

include publishing new voluntary 

health care-specific cybersecurity performance goals, working with Congress 

to develop supports and incentives for domestic hospitals to improve 

cybersecurity, and increasing accountability and coordination within the 

health care sector.

If not addressed quickly, ransomware challenges can only escalate further 

year over year. According to a recent 

report, victims of ransomware attacks 

paid over $1.1 billion in 2023 and $570 

million in 2022. Not only that, these 

incidents can impact patient safety.

“Ransomware attacks are 

particularly concerning because they 

lock down certain systems within a 

hospital, for example, and demand 

payment or a ransom. And when they 

do so, they can pose an immediate 

threat to patient health and safety,” said 

ASPR Office of Preparedness Deputy 

Director Brian Mazanec. “Imagine 

going to a hospital or an emergency 

room and if they can’t use the MRI machine or access your electronic medical 

records to know you’re allergic to penicillin. … We believe cybersecurity is 

patient safety. And we’re very focused on that.”

ASPR is working with partners to build stronger cybersecurity practices. 

This includes harmonizing cybersecurity standards such as HHS’ Public Health 

HHS Makes One-Stop Cybersecurity Shop in ASPR
The agency is working on standards and cyber incident response capabilities to help health care  

organizations combat ransomware threats.

B Y  N I K K I  H E N D E R S O N
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Sector Cybersecurity Performance Goals (HPH CPGs) published in January to 

help health care institutions plan for high-impact cybersecurity practices.

“The HPH CPGs provide layered protection at different points of weakness 

in an organization’s technology environment, which is crucial to increase 

cyber resilience and ultimately protect patient safety,” said Mazanec. “Layered 

defense provides redundancy so if one line of defense is compromised, 

additional layers exist as a backup to ensure that threats are stopped along 

the way.”

HPH CPGs fall into two categories: essential goals and enhanced goals. The 

essential goals are those that are the most basic and achievable. Enhanced 

goals are for those with more resources to prepare for cyber attacks.

According HHS’ 2023 Hospital Cyber Resiliency Landscape Analysis, 80% of 

cyberattacks are identity-based. Several essential CPGs, including basic 

cybersecurity training, email security measures and revoking credentials for 

departing workforce members, are low-cost, high-yield actions that can 

protect organizations from identity-based attacks. The more intensive 

enhanced goals like network segmentation prevent threat actors from 

moving laterally in an organization after a breach.

ASPR is also working improving its cyber incident response capabilities 

and resources.

“ASPR will continue to make further enhancements to our incident 

response capabilities, to include an enhanced incident tracking system that 

seamlessly integrates data to help ensure HHS is best positioned to make 

data-informed decisions in a timely manner when dealing with a cyber 

incident,” said Mazanec. “We also plan to enhance the tools and resources 

we can bring to the health care sector to support hospitals dealing with a 

serious cyberattack. 
Brian Mazanec
Deputy Director, Office of 
Preparedness, ASPR



“Ransomware attacks are 
particularly concerning because 
they lock down certain systems 

within a hospital, for example, 
and demand payment or a 

ransom. And when they do so, 
they can pose an immediate 

threat to patient health  
and safety.”

— Deputy Director, Office of Preparedness, ASPR
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How the State Department is Ensuring Resilience for Digital Diplomacy
The agency released its first technology strategy since 2011. The plan emphasizes digital diplomacy,  

solidarity and building resilient systems. The first action area of the plan is to “Promote, build, and maintain an open,  
inclusive, secure and resilient digital ecosystem,” which includes five lines of effort:

Adopt a model definition of  
a reportable cyber incident  

wherever practicable. Further common understandings  
and shared principles for the secure  
use and trustworthiness of cloud  
services, data centers and related 
infrastructure technologies.

Enhance security and  
resilience of undersea  
cables.

01
02

03

Enhance the International 
Telecommunication Union’s 
effectiveness, transparency  

and accountability.

05

Pursue shared interests in  
the development, use, resilience  
and security of satellite  
communication networks.
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Source:  
U.S. Department of State
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What are some of the unique challenges federal agencies face in 
strengthening their data and cyber resilience?

Federal agencies typically face threats from a wider range of bad actors than other  

entities. They not only have to fend off attacks from money-driven hackers, but also other ideologically-

driven attacks whether they are from nation state-sponsored groups or hacktivists groups. Our federal 

customers are also challenged by regulatory, security and operationally complex mandate requirements. 

Plus, budget constraints limit the investments they can make to meet these challenges. 

 Not only have the challenges of cybersecurity evolved rapidly, but agencies have had to move  

quickly from the traditional perimeter moat or layered models to a zero-trust model.  

During this transition, agencies need to emphasize both protecting data and  

discovering threats, but also recovery and maintaining their ability to  

deliver the mission.								        (ctd.)

Enhancing Cyber 
Resiliency and  
Recovery 

P A R T N E R  I N T E R V I E W

Marlin McFate
Public Sector CTO  
and CISO, Cohesity

McFate
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Modern security strategies require communication and cooperation 
in building data-resilient agencies. 
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Where should agencies consider starting to build a  
data-resilient agency and include AI data insights? 

Cybersecurity must be viewed as a team sport, both within the 

agency and with private sector partners, products and services.

 If you ask most agencies whether they have a cyber recovery plan, they will 

say they do. But if you ask them when was the last time they ran a simulation of 

that plan, many agencies will admit that it does not happen as often as it 

should. Even those that run simulations rarely run them simultaneously across 

all the agency’s IT groups. 

 Without the active participation of all the groups in the simulation, while 

some teams may know exactly how to respond, other groups won’t know where 

they fit in the response and recovery efforts. This type of holistic stress testing 

improves communication and cooperation. 

 Communication and cooperation are also essential for all the agency’s 

private-sector partners. At Cohesity, we started a cybersecurity alliance with 

other companies like Palo Alto, CrowdStrike, Zscaler and Cisco so that we can 

communicate to all those different areas within our customers’ infrastructure. 

This enables us to improve threat scanning, ransomware protection, data 

resilience and other areas of an agency’s entire IT ecosystem.  

 This enables us to work with our agency customers to build a plan to 

consolidate citizen data, application data and software-as-a-service data with 

on-premise backups, cloud and multi-cloud on a single platform that allows 

them to quickly gain insights from search, then classify and scan all that data 

through a single pane of glass. 

 Artificial intelligence and its benefits are still not fully understood by many. 

Most agencies have AI among their top priorities in their IT development plans., 

but there is a large learning curve in figuring out how it can be used effectively. 

 We are trying to introduce AI in a responsible way that we know is going to 

benefit our customers in specific use cases. In addition to applying AI to threat 

McFate

“With a known 
vulnerability, there 

is usually a solution 
available to remove 

that vulnerability. 
But many 

government 
organizations are 

overburdened 
managing their 

enormous, 
complex IT 

environments.”
— Marlin McFate, Public Sector 

CTO and CISO, Cohesity
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and ransomware detection, we have recently implemented Cohesity Gaia. 

This enables an agency to rationalize and gain insights from their immense 

amount of siloed and dark data.  

 When an agency must dig into that data for reasons like compliance or 

investigating something, it would normally take weeks or months to find 

and report the relevant data. With Gaia, using Rag AI and natural language 

processing, they can investigate the data and have a conversation with it, 

finding the relevant data in minutes. 

 

Where can industry and government unite to 
strengthen our nation’s cyber resilience? 

There are numerous areas where government and industry 

can unite to improve cyber resilience. One that comes immediately to 

mind is countering attacks on known vulnerabilities.  

 Many attacks utilize a known vulnerability. With these, there is 

usually a solution available to remove that vulnerability. But many 

government organizations are overburdened with managing their 

enormous, complex IT environments. Oftentimes, the patching or 

remediation efforts that could reduce the vulnerabilities lag behind the 

threats. So, industry needs to continue making sure that patching and 

patch compliance are done in an almost automatic or no-touch way. 

 CISA has started to develop pre-ransomware notification. This is 

where they find information that is happening within one agency and 

they send that information out to the entire community, which greatly 

helps other agencies and industry partners stay ahead of new and 

emerging threats.  

McFate
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Defense Department officials said its  

new system to continuously assess  

cybersecurity posture of its  

network emphasizes more agility and  

resiliency to keep up with evolving security  

threats and help meet department goals  

toward Combined Joint All Domain  

Command and Control (CJADC2).

Launched in March, the Cyber  

Operational Readiness Assessment (CORA)  

program finished a nine-month pilot to  

replace its legacy system. Officials said the  

prior system, the Command Cyber  

Readiness Inspection (CCRI) program, was  

unscalable because of the sheer size of the  

Department of Defense Information Network (DODIN)’s global makeup of over 

15,000 unclassified and classified networked and cloud environments across 

combatant commands and services.

“CCRI was a great method that was very rigid. It had a rigid scoring model 

with rigid checklists,” Charles Wille, deputy director for readiness and security 

inspections at Joint Force Headquarters-Department of Defense Information 

Network (JFHQ-DODIN), told GovCIO Media & Research. “But this cyber domain 

demands agility. Things change very quickly. The adversary turns on a dime. So, 

we need to turn on a dime. We need to be able to change that assessment 

criteria not in months, but in days or weeks.”

The new system helps the department move away from a compliance-

focused cybersecurity mindset and pushes commanders to holistically and 

Photo Credit: EJ Hersom/Defense Department

DOD Has a New Cyber Resiliency Assessment Program
Defense officials tout the continuous assessment feature and scalability of the new program amid  

increased cyber threats.

B Y  J O R D A N  M C D O N A L D  A N D  D A N A  K L O S N E R
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continuously assess how a cyber risk will affect mission.

JFHQ-DODIN Commander and DISA Director Lt. Gen. Robert Skinner 

highlighted the system in a March statement, saying “the assessment provides 

commanders and directors a more precise understanding of their high-priority 

cyber terrain and their overall cybersecurity and defensive posture enabling 

greater command and control and enhancing decision-making.”

JFHQ-DODIN leads DOD’s unified force approach to network operations, 

security and defense on behalf of CYBERCOM. Officials say the component is a 

key player in executing the department’s CJADC2 strategy as it looks to take on 

cyber threats abroad before they affect security systems at home.

Continuous Assessment Underpins  
Modern Cybersecurity
Nicholas DePatto, inspections branch chief at JFHQ-DODIN, told reporters in 

February that “technology changes so frequently, so fast, it’s hard for everyone 

else to keep up. A vulnerability that we are not even aware about today, right 

now, is probably being exploited in the wild. With the flexibility of CORA, we’re 

able to shift and adapt and overcome to start focusing on those unknown or 

newly discovered vulnerabilities for what is important to JFHQ-DODIN because 

of intel and threat reporting.”

One of the top priorities in the cybersecurity community right now, 

especially at DOD, is continuous automated assessment, DePatto told GovCIO 

Media & Research.  

“Imagine an assessment that happens without you even knowing you’re 

being assessed,” he said. “Computers come in, they do everything behind the 

scenes, and then they report to you or your commander saying, ‘Here’s what 

you did. Here’s how you guys are doing,’ and it’s continuous. So, you 

continuously figure out where your weak points are and continuously see how 

to improve. And it’s not a prep, assess prep, assess.” 				      (ctd.)

Lt. Gen.  
Robert Skinner
Commander, Joint Force 
Headquarters-Department of 
Defense Information Network and 
Director, DISA



“The assessment provides 
commanders and directors a 

more precise understanding of 
their high-priority cyber terrain 
and their overall cybersecurity 

and defensive posture 
enabling greater command 
and control and enhancing 

decision-making”
— Lt. Gen. Robert Skinner, Commander, Joint Force Headquarters-

Department of Defense Information Network and Director, DISA
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Unlike an inspection-based system like CCRI, continuous assessment systems 

are more secure and produce better data. 

“In order to get continuous, holistic assessments of terrain using 

capabilities, we need to look at our current future emerging technologies along 

the way,” Wille added. “Let’s say we have the capabilities we have today — are 

they telling us the truth? We do a CORA at places that matter, and we have this 

dataset that enable us to look at what we thought to be true about risk against 

what is true, and it allows us to fine tune those capabilities.” 

How DOD’s CORA Works
CORA allows assessors to pay particular attention to commands that need 

oversight, rather than overcommitting resources and time to commands 

that don’t.

For example, assessors can examine a command and, rather than being 

mandated to return for an immediate follow-up, instead turn their attention to 

another command that might need the risk assessment more.

CORA also prioritizes using private-sector mitigations recommended by 

Mitre’s ATT&CK guideline for classifying and describing cyberattacks. The 

ATT&CK knowledge base is used within the private sector and government as a 

foundation for cybersecurity products and services.

John Porter, acting director of DODIN Readiness and Security Inspections 

Directorate within JFHQ-DODIN, said CORA consolidates information about 

threats, vulnerabilities and impact before delivering it to commanders.

“Focusing on these essential remediation points allows DOD components 

to concentrate limited resources and staffing on correcting high-risk areas,” 

Porter said in a CYBERCOM statement.

“The main thing we want to see is that people aren’t just preparing for an 

inspection: When we’re not there, we want them to always be in an assessment 

mode,” Porter said. 
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